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1 Task Requirements

1.1 Task Client

General Services Administration (GSA)

Federal Technology Service

Office of Information Technology 

10304 Eaton Place 

Fairfax, VA 22030-2213

1.2 Introduction

The following Release Notes illustrate the complete understanding among TechFlow, Inc., Lockheed Martin Information Technology, and the General Services Administration (GSA) as to the content of the delivery of the updated Regional Business Application (RBA) software.  The Release Notes detail the enhancements and corrections to the RBA system.  

1.3 Purpose

The primary purpose for this RBA release is to add functionality to the main application as well as to fix known issues. This will be accomplished through the following ECPs:

· ECP-186: GSA Memorandum ViewWeb Change
· ECP-210: Change Funding Delete Conditions
· ECP-212: Add ‘System Rules of Behavior’ to Login Process
· ECP-235: Fee Switching When Submit Admin Mod
· ECP-237: ITSS Account Lockout

· ECP-238: ITOMS Switch to HTTPS Protocol

· ECP-239: ITOMS SCR Fixes
2 updates included in ITSS

This section provides details on updates implemented in ITSS.

2.1 Implementation of ECP-186 (GSA Memorandum ViewWeb Change)

Previously when creating a GSA Memorandum if the subject selection of “Other (Use “Other Text” box below)” was chosen, the subject of the document was saved as “07 GSA Memorandum Submitted - Other (Use "Other Text" box below)”.  This prevented easy differentiation between multiple GSA memorandums as seen in Figures 1 and 2.

This has been changed so that up to 55 characters entered in the “Other Text” section, now display in the subject of the GSA Memorandum, as seen in Figure 3.
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Figure 1: Other Text Section of Memorandum
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Figure 2: Old View of GSA Memorandums
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Figure 3: New View of GSA Memorandums

2.2 Implementation of ECP-210 (Change Funding Delete Conditions)

This ECP changes the conditions when the ‘Delete this funding document?’ option is available on Funding Documents.  Previously, if the funding had been reserved on a Citation but not obligated, or had been obligated and then deleted in ITOMS, the option would be displayed and the funding document could be removed.  This has been changed so the button only displays for funding documents without active obligations, active dedications (reserved), or deleted obligations.
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Figure 4: ITSS Funding Document Delete Option

2.3 Implementation of ECP-212 (Add ‘System Rules of Behavior’ to Login Process)

To comply with GSA security policies, a ‘Terms of Usage’ clause will be added to the main login page of ITSS, and a complete description of the ‘Rules of Behavior’ will be sent to newly registered users. The complete ‘Terms of Usage’ clause, which must be accepted before every log on, is displayed below.  Figure 5 shows how it appears on the login page.

******* WARNING *******

This is a U.S. General Service Administration Federal Government computer system that is FOR OFFICIAL USE ONLY.  This system is subject to monitoring. Therefore, no expectation of privacy is to be assumed.  Individuals found performing unauthorized activities are subject to disciplinary action including criminal prosecution.

******* WARNING *******
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Figure 5: Login Page Term of Usage Agreement

If the check box below the terms is not selected, the message box displayed in Figure 6 will appear.  
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Figure 6: Terms Acceptance Popup Message

The complete ‘Rules of Behavior’ will be included on the welcome email that is sent to all newly registered users, as well as the email that confirms a password change.  

2.4 Implementation of ECP-235 (Fee Switching When Submit Admin Mod)
Previously there was an issue where the surcharge rate on an administrative Modification (Mod) was incorrectly inherited from the canceled Certification of Funds (Cert) of an open unawarded Mod, or from a previous rejected Mod.  Instead the surcharge rate should have been inherited from the previous awarded Purchase Order (PO).  

For example:

Mod 01 was awarded with a surcharge rate of 2%.

Mod 02 was created with a Cert 02 surcharge rate of 5%.

Subsequently if either Cert 02 was canceled or the entire Mod 02 was rejected, when a new Administrative Mod 02 was created it inherited the 5% surcharge instead of the correct 2% of the awarded Mod 01. Figure 7 illustrates the error condition.
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Figure 7: Previous Error Condition

This has been corrected so that an Administrative Mod will inherit the surcharge rate of the previously awarded PO.

2.5 Implementation of ECP-237 (ITSS Account Lockout)

To comply with GSA security policies, a process will be implemented to lock a user’s account after multiple unsuccessful login attempts.  The new policy locks a user’s account after four unsuccessful login attempts in succession, at which point the message shown in Figure 8 appears.
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Figure 8: Account Lockout Message

Once an account is locked it can only be unlocked by contacting the IT-Solutions Registration Desk.  Entering the correct password after the account is locked will not succeed, nor is there a time limit after which the account is automatically unlocked.  

3 Updates included in ITOMS 

3.1 Implementation of ECP-238 (ITOMS Switch to HTTPS Protocol)

The ITOMS component of the RBA is a client-server application, where the client and server communicate via the Internet, and transfer data in cleartext to and from the server. Since the data is in cleartext, a potential hacker could sniff the network to capture and modify the request/response data.

Although the ITOMS application is accessed from only GSA WABN, it may still be possible to capture and modify the data packets during transmission. The ITOMS application processes sensitive but unclassified (SBU) data, which needs to be protected. To ensure the privacy and security of the data processed by the ITOMS application, a HTTPS communication protocol between the ITOMS client and server has been implemented. The ITOMS team has acquired the necessary digital certificates from a trusted Certificate Authority, installed/configured the certificate in ITOMS Application server (IIS) and modified the existing code in order to accommodate the new requirements.

3.2 Implementation of ECP-239 (ITOMS SCR Fixes)

During the course of testing the ITOMS application, Software Change Requests (SCRs) have been submitted to enhance either a function of ITOMS or to allow better usability. The chart below details the SCRs and the changes made:

	ITOMS SCRs for October 2006 Release

	SCR#
	Title
	Description
	Corrective Action

	1222
	Edit Accrual History
	If any previous edits were cancelled and the module was edited again, the edited amount IS NOT displayed in the Income Accrual/Expense Accrual field for the specific month after pressing the “Tab” key.
	Edited amount will now display when “Tab” key is pressed.

	1229
	Moving Billed Amount
	A run time error is received when opening the Billing History Module if any of the funding documents are marked for deletion.
	ITOMS will allow the presentation of funding related data even if funding delete indicator is set to ‘Y’. There will no longer be a runtime error for these cases.

	1372
	Unexpected Message When Clicking Cancel during the Credit Surcharge Process
	Error message displays, "Rowset not available" when canceling a Credit Surcharge.
	ITOMS will handle conditions when the record set is no longer available.

	1425
	Funding Order Without ACT Number
	In specific instances an order can be funded without an ACT number.
	ITOMS will not allow the order to be funded without an ACT number, unless it is Direct.

	1431
	Expired Date in Assign Funds
	No warning message displays for expired Citation Expiration Date in Assign Funds, when the Type of Funds is NO YEAR.
	Warning message will now be displayed.

	1450
	Project Number field on TOF Order tab
	Error message displays indicating incorrect field length when the form is not in Edit mode.
	Users will not be prompted for correction in the field unless the form is in Edit mode.

	1464
	Delete Email
	When deleting an invoice and choosing not to send an email (by clicking the “Cancel” button), a message is received stating, “Delete Delete Invoice E-mail message.”
	New message will be “Do you want to cancel this Invoice deletion process?”

	1493
	Could Not Delete Renamed Fund Doc
	A unique constraint violation error message is received when trying to delete a funding document if another funding document of the same name has already been deleted.  
	ITOMS will present a message to the user explaining that the Funding Document cannot be deleted. The unique constraint violation message will not appear.

	1497
	Wrong Message Displays When Valid Customer Cost Element Entered 
	When a user enters an invalid Customer Cost Element and then a valid Customer Cost Element, the error message still appears.
	Error message will not appear. Field validation messages will reset after each saving attempt. User will not see a repeated error message if the error has been corrected.

	1535
	Duplicate Rows in Order_Amounts table causing incorrect order values

Reference feedback# CL060815-EDT2
	When an order type is changed (e.g., COM to FFP), rows are created in the CODB for each type.  The values of both rows are summed and displayed in the Assign Funds Module, showing order values that do not match the values in the Order Module and ITSS.
	Values will not be summed and displayed in the Assign Funds module. ITOMS will take into account the order’s type when retrieving order amounts. Order Amounts value in Assign funds will correctly display values similar to the Order Module.

	1538
	Delete Invoice results in Accruals of $0.00 Value; NEAR rejects
	Invoice was deleted for an order, which generated $0.00 value adjustment accruals for the first 6 months of the task. $0.00 adjustments are rejected at NEAR.
	ITOMS delete invoice code is modified to ensure that accrual adjustments resulting from a deleted invoice are not allowed to be sent to NEAR with a value of $0.00.

	1539
	Accrual History Run-Time Error
	Specific steps cause a runtime error in Accrual History.
	Runtime error will not occur.

	1547
	Billing History-Order/Client Tab
	The client e-mail field is editable.
	E-mail field is now locked.

	1548
	Print Forms
	All print form text can be deleted.
	Print form is now locked.

	1567
	ITOMS Aborted When "Undo Last Change" Button Clicked
	Specific steps cause ITOMS to abort in the Accrual History screen.
	ITOMS will not abort while performing those specific steps.

	1573
	ITOMS Aborted When Printing Mixed Task Order Accruals
	The print function in Accrual History is inoperable for MIX type orders.
	ITOMS allows printing in Accrual History for MIX orders.

	1577
	Login Security Message
	If the user clicks the close button (X), on the security warning message instead of agreeing to the terms, the ITOMS login screen still appears.
	Login screen no longer appears if the user clicks the close button.  A new button will be added to the warning message giving the user the option to cancel the login process.

	1579
	ITOMS Aborted While Refreshing and Changing Options In NEAR Hold Files
	Specific steps cause ITOMS to abort when refreshing and changing options in NEAR Hold Files.
	ITOMS will not abort while performing those specific steps.

	1581
	Optimizing Acorn creation
	Code needs to be reevaluated to optimize the process of creating ACORN records in ITOMS.
	ITOMS has modified its ACORN generation processes by reducing the number of database requests performed for the entire ACORN generating transaction.


4 ITOMS New Version Download Instructions

The following instructions will assist Regional ITOMS users who currently use the ITOMS application in updating to the latest version of the ITOMS client application.

Once the new client application is loaded to the ITOMS production servers, the user will be prompted to download the new version of the ITOMS application.
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Figure 9: ITOMS Upgrade Message Box

Click “OK” to download the new ITOMS client application to your PC.  When asked whether to “Use Proxy”, “No” should be selected unless you are attempting to download ITOMS to a home computer where the use of a proxy is required. In virtually all cases, “No” should be selected.

After the new version of the application is downloaded, the GSA security banner will once again appear.  Click “OK” and the ITOMS login screen will display. Check to make sure that the application is configured to point to the production ITOMS server by pressing CTRL-S.  Make sure that one of the following addresses is entered in the Server Name field of the ITOMS Server Properties dialogue box:

· itoms.gsa.gov

· 63.240.209.109

· 63.240.209.110

Log in and check the version number of the new application at the bottom of the ITOMS explorer screen.

5 FOLLOW-ON SUPPORT

If problems are encountered with either the ITSS or ITOMS components of the RBA, users are encouraged to call 1 (877) 243-2889 (option 1 for problems with ITSS or option 3 for problems with ITOMS).  
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